
+61 2 9221 5555

www.InfoTrust.com.au

As part of due diligence and care, IT Service Delivery teams should ensure that their software 
development operations are up to par with minimum industry standards. InfoTrust assists organisations 
in obtaining compliance against these standards and provides best security practices.

ASSESS SOFTWARE DEVELOPMENT PROCESS MATURITY

InfoTrust’s approach is to include the NIST Secure Software Development 
Framework (SSDF), it covers the following domains:

• Prepare the Organisation (PO): Ensure the organisation’s people, 
processes, and technology are prepared to perform secure software 
development.

• Protect the Software (PS): Protect all components of the software from 
tampering and unauthorised access.

• Produce Well-Secured Software (PW): Produce well-secured software 
that has minimal security vulnerabilities in its releases.

• Respond to Vulnerability Reports (RV): Identify vulnerabilities in software 
releases and respond appropriately to address those vulnerabilities and 
prevent similar vulnerabilities from occurring in the future.

InfoTrust can align the assessments to reference all ISO clauses that apply to the 
NIST SSDF. InfoTrust can also reference “how compliant” your organisation is 
with the standard based on their current security posture. The recommendations 
from this assessment will allow your organisation to specifically address key 
weaknesses in their SDLC processes.

THE INFOTRUST APPROACH
To provide your organisation with a positive and proactive outcome, InfoTrust believes your business should take 
a three-stream approach towards assessing the maturity of its development operations.
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TEST CRITICAL AND SENSITIVE APPLICATIONS FOR SECURITY AND RESILIENCY

IMPROVE SECURITY AWARENESS OF SECURE CODING PRACTICES

The next stream in the InfoTrust approach is to enable your business to prioritise  
software applications in terms of criticality and perform appropriate web 
application testing.

Using a combination of checks including the OWASP Top 10, as well as other 
critical vulnerabilities that our Assurance team has seen, specifically the types 
that are reported on open bug-bounty platforms, as well as exploring any logical 
flaws that could not usually be detected by automated vulnerability scanners. 

As an additional step, InfoTrust’s Consulting Services team can assist your 
organisation with conducting application privacy assessments that can shed 
light on how the application manages and processes any datasets that would be 
governed by the Australian Privacy Act and its amendments.

To cement a culture of secure software development at your business, the third 
stream in the InfoTrust approach is to expose the various development teams at 
your organisation to secure coding practices. 

InfoTrust propose and design a secure development training workshop that will 
cover PCI-DSS 6.5 requirements, along with common bug bounty vulnerabilities. 
After completing this training, your organisation’s staff will be able to:

• Meet compliance requirements.

• Remove common issues earlier in the Software Development Lifecycle.

• Increase the speed in which common application security issues are dealt 
with, and reduce the number of bugs in your software.

From a content perspective, for each vulnerability that is included in the training 
pack, the content will be presented in a consistent format, covering:

A. A description of the common coding vulnerability,

B. A diagram explaining the anatomy of the how the vulnerability is exploited, and

C. Realistic strategies on how to code against the vulnerability.

This training content can also be packaged as a module that can be integrated 
into your organisation’s learning management platforms for continuous training 
and/or onboarding.


